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(57)Abstract: 

PROBLEM TO BE SOLVED: To facilitate the mounting and management 
of a function performing IPSec communication inside and outside a 
private network and to reduce the cost. 

SOLUTION: A network repeater 7 performs the repeating processing of a 
packet between the private network 3-1 and an outer network 2, where 
unique private addresses are used in self-private networks. The repeater 
has a first repeating part encapsulating an ESP packet transmitted within 
the private network 3-1 into a UDP packet and repeating it to the outer 
network 2 and a second repeating part decapsulating the UDP packet 
from the outer network 2 into the ESP packet and repeating it into the 
private network 3-1. 
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(54) mwozm *yyv-9*mmm.. ^-^mm^^A. ¥-^mm^ma^rst(D^m^y^^- 
(57) imm 

*y hV-?ftt<D I P S e ca«*ff 

3 - 1 t^SB^-y F7-^ 2 iOP B 1T/^7 h<£> 
^f^_ \~*y YV->7 3-1 rta>S>at{t£*lfcE S P/t 

2 »c J&1 'Pi&gB.t. h9-d7 2*> 

f,CDUDP^y h£E S P/t^y hiZy"tl^±MtV 
bV — 9 3 - 1 ft C 2 4> 




( 

1 

tSE^^-f^— b*>7 h>7— ^fl-^SWUDP/tdr-.i/ h 

fclPSecgfi, ^{lAfe^-^Mff ->X^A(C*3 
ffiE*v h«7-**IKBs«tt. 

Wie^7-f ^- h^-^rt^^iUfl^nfcE S P 
ny 7 hSrUD p;^y hic^y-feJWtbTflfiie I P s 

e c mmttT\Z*m?Z>& l +iBi3M£<i:. 

Mte I P S e c&mfrt><DUDPrttr-y h^ES P/I^r 

n\z*m?*w, 2 *«i^©£, 
me i p s e c mmit. 

S5S2^1*«l=PS*^©fl(rlHUDP/xery h$ESP^ 

iry hOSft^S^ff -5 E S Pfiffllfgi. 
iE^5-f h^y h>7-i7irES P/ty>y h£i£(§ 
"TS^^. KESP/^y hSUDP/ty-yM:*^ 

£ « -r -& r t mk 1 1 % 5 s - * a a -> x y a . 

ffiESl #^B:##:7*JWtTSlWEES P/1dry h 
CDjiffTCCDUDP^- h#^£*fe*rf Sfc^IS:^ 

P#_ h##^»a:$«TE1f*'a* 1 E*^&£, 

WSE i p s e c sat*. SfrSB^*^ir;Ht#ls*^*^ 

-feJWfT-StflEUD P/t^ry h<DUD Piif§7C#— h# 
^£E*T*JS 2 E*^R**«llx. 
ME* 1 Stt. WE^^S^ft^bfcWEUD 
P#- h#^£UDPiHl#- h##<ttTffl^TWE 
*y-t;pfls«ff t>. lWE* l EtS^S^EISLfcWrEU 
DP#- hS^SrUDP^Bfttf- H^mUDP;l 
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^ry h*StrE^2tp«t^ad^<f Lfctt. iUDP#- 
h#^K^^3ffiEi£«7Ca>e>©mEE S P/^-iry h 

S9E?g 2 ■P«^g«. §«Lfct(FEUDP/t^y h©U 
D P?Bft#- h##K*h£-f ^ME^-f b7 H U 
7.5BTKfflE<P8t£?Tt^ 

WEa«#Stt. DtGft 2 E*^»*»E1*Ufc*EUD 
PSI«7C7j?-hS^€:UDP3B5fe3p-hS#£UTffl^ 
TME* Zf-tzMtZfto Z. £ S^gi-fT -SB** 2 KE 
10 KcD^-^ilfl^TsXA, 

fclPSecgii:, S^fcx-^jIffiv-X^AK:** 

ilE7'7-f'<-^7 h I 7-i7^^e»ii<f$nfc I KE 
20 ^=f->X-->a >ffl(0UDPW7 hSrfltlE I P S e c 
&fi3fcTK4>*rt**'&l::KUDPA'7--;/ hCDUDPil 

SfrEUDP/t-7-y hWjHm7cWWEy7-f ^— 
X43«fc^WEUD PiUffiTC^- h#^£2*J£2-e-TEtt 

ME I PS e cgg)i^©UDP/^7 hi&ES P/tdr 
y HCx^-fe.fMfcU KUDPA^y hWUDPJ&Sfc 
h#^^»jS-r-5ME^7-f h7 h* U7.5BT(C 
4 J ii«-r ; 5>^2 4'«l^g:£. 
30 b3E I P S e c 

WEm 1 +i#g*^©fi3UDP/t7 7 hWMEUD 
P^ffi7C#- h#^^Etif S*2Et?8t. 
ME^-f^-h*? K7-?l:ES P/^!ry hSrjglffl 
■T WE^2E«*K**E1SUitMEUDP2l« 
7C#-h#^*UDP5B$fc#-h#^-<tbTffll.^ KE 
S P/iy-v h^UDP/t^ry h{c*y-fe;HtbTjt(fr 

[1***5] a^^-f 1—Y**J h"7-^F*5T*3.n- 
40 CtS-Zf^-i^— h7 H l/X^fflVi-S^^-f ^— h^-y h 
•7 — 2 tK^'^'f ^— 99\-V>9V&Z-y h«7 

-JiORTE S P/^y h*jiS(S-r-Sx-^®fi^ 

tftE'/^-f^— h7- :7l*Ifr£i2Mi£nfcE S P 

/^-/ h$rUD P/t-7-y ht^^-tr^tLTMEy^-f 

iE7*7'f'<- h^y h^-f^&CUDP/^y h 

ses p/tiry biz? Mt^xmfcrfvi ^- h 
50 ^tr^-£t»»i:'4'*5*-J?afi*ft. 
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Vtl-fJ-ll-hT YV^m^^v-i b*v b 
V—if t.WCfv'i^-b^v h r 7 — t>ft-<DH\-W>*v bU 
-i?iKDffl-?E S Prtiry b SrjtSffr^x-^®^ 

MIH^^'f b*y by-ffilfribm.mZtlfcES P 

^-b^-y bv->;t\-\zopm~?z>'mi <pmxmt, 

fffliBSg 1 ^miST+i&SnfcfflfBUD PA-T^y 

Sfcfl'JT, iUDPW7 h£E S P/ty-> b\Z^ tlZf± 10 

nTv bngmmmzn? e s pfijaiist. 

yty-y h^ii^-r-S^s KESP/X^ry h£UDP/1 
try h(c*^-t;HbbTii«'r^2l«lSi» 
flfrt2iSISlSTiifi$nfcS(rlBUDP/^-> hSESP 
/t$ry hfCx*^ , -feJHbLTfl(II2^'7<^-h^^ 

^•^trci^^t-rs^-^a^ffi. 20 

C»*JS7] MfB^ 1 +8tXS-ett. ftJIBES PA-7" 
•y bommyi<D UD P h#-«§£ft5£ U gUDP* 
- h#^£UDPi£ff:rc#-h#-^<fcLTffl^Ttf!i2# 

fc£tf^UDP#-h#^£#J££-ti:TfBteU &UD 
P h U D P 5&$fc#- f-#*f <t T-5 U D P A^r 

h#^(C»JS-rSfi5iSSHS7E*^©WfBE S P/ty-y h 
WfflflErt^-feJMfcSr^ll&U 

SfIiBm2 4 ] i^XgT«, SftLfcWIBUDP/ty^ b<D 30 
UDP5g$fe^- h#^lc2*J£T-5fJIB , 7'7'f b7 b' 
l^X^TlcMfB+atSfT^, 

WSB^T'-feJHbXSTfi. WtEx^y-feJMtrrsffifB 
UDP/^7 h©UD P2Hf7C#- h#^£IBtgL, 
UfBiiHilgT-te, WfB^^-trJHbXSTlBtft^nfc 
flfffBUD Pi§«7C#- hf^SUD P?B5fc#- h#^i 
UTffl^TWfB^^'-fe^tS'fT'P d tSr^i-T-SW* 
Jl 6 fCfBlEO^-^a^ffi. 

ftZZfy-l^—bT b' UT^^m^^Zf^^^.— b*y b 40 
V — V tiy?^ ^— h*-y h"7 — :7^<£>*t-gB*-y h"7 
-i7 £<DfflT?E S P/ty-y h^iiSfrT-S-^-^ilffTj 

fltrfB7 p 7-f ^— h^-^rt^^ii^f ^tlfe I KE 

^•rfv-X— ->a >ffl(73UDP/ty-y hSrK^^-f ^— h 
*y bV-'!m\Z<t>m-fZ>®£* mVDP/t^ry b<DU 
DP2Hi7C#-h##£ft;£U KUDP/t^-y r-©i£ 
{tTCCDlWfBy^-f ^— h7 h* PX*«ktfteUD Pi2t{f7C 

h#^^»jj;$-a-TfBtS-r^^ 1 +$1*1 <t. 
ffifB^ 1 tp8lXS-C4 i ai$nfcfitlfBUD P/^^ry h«9B 50 



#Bfl2 00 2 -232450 
4 

Steffl'J-C. KUDP/^7 hWS98BUDPiHfi7C^— H# 
^SIBIST^IBISXgi, 

iffifBjBSfcfliJT, iS^^-b*f H7-?l:ESP 
/tiry h£i£«f lWfBK«Ig-?lE1&£n*:lW 
IEUD Pitffl7t#- h##£UD P&flc*- L 
Tffl^. KES P/t^y h^UDP/^7 MCTJ^-feJU 

S5IBiiflXgT*2l«$nfctfrfBUDP/ter-v b£ESP 
A*^r-y Mrxfty'-feJMfcU 8UDPW7 bOt&fBU 
DP9B^#-hfC*H£:-rS«IfB^7'f ^-hT 

-nc+irr-ss^ tfatxgi. 

ft ?3 m £ n > tf a. - * fc* ff $ it" -S 7" D if 7 A . 
[0 0 0 1] 

7 bUX&m^ZZf?^ 1— b*v bV — Vt-fv't ^ 
- h^o, h<7-^^W^SI5^-y h^-^iom-e I P s 

e cjiff£ff by-?<pmmw. ^-irmmi/X 

[0 0 0 2] 

[S£*w8cffi] I P (Internet Protocol) K«fc-5ii« 
^-y h9-^±<^&^HlC*flxTH*© I PT H 
k7.S:fiJ0#W. itl^CD I P7 Kl^X^S-SficO^SiJ 

fC9a5fe*5«k^iHffi7t;co I P7H U-Xl»«S-*&iWr C i 

^C0jifi7cS:aa-r-5. -f^-*yh (The Interne 
t) l?<D/iyj ^^/^M^tl/t^y h9 — IP 

— /t;n pjh't'X^tffl^ns. 

[0 0 0 3] L^L.> ^7-f<-K,£ai;W7h7- 
? (SAT* ^-f^-h^y h«7-^tP?^) T«. ^ 
D-/\*JH P7HU-X^ffliiKJ-r^/t«6(C. fe^^'f^- 
h I 7-^F^T<7)*-fiSb75£l'^7'f ^— MP7 

-i7-e«,. -f ys>-*v bm-<Dft^<n*v bv-iiKn 

jlfiSrrTO^-a* TCP (Transmission Control Proto 
col) /UDP (UserDatagram Protocol) *5«ktfNAT 
(Network Address Translator) SrfflV^ 7*7-f ^— h 
* h 7 - i7 (C*f LT- o#J 0 ^ T ^ tltz if a - A*;H 
P7Fl/Xi:7'7-f'<-h I P7 H l/X<h<DT H 

[0004] ^"5^ ^— h^-y ^^©^e^e»n 
gpro^y bv-if^-zzmm-Tzmei* ^7<^- 

4"«|-r-5x-^ro2l{f7C I P7 KU^^y^'f^ 
-h I P7Hl/XA^^o-;WI P7 Kuxic^^-r 
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•5. £.fc. JP-^tt. &ffl«pTft^TCP/UDP#- 

7f^-h I P7H1/X, ^&7C*-h#*f (g&llfKD 
XiS<o 

[0 0 0 5] — ^SB<0^>^ h'7-^e>'/7-1'^- 10 

7t#-b#^£tfcs?su *P»f-^o^a-n;n P7 
F UX *5 «fc tf5Bft#- h £&35*SJ?I<D ^ 7 f h 

^-h^-y h«7-i7[*3CD#gBt^'7'1'^— bV 
-i/^MKDmm^frnX^^. 20 
[0006] ii^-e, IProt+aUx-f -yoh3 
;i/ibt. IPSec (IP Security Protocol) tWJIS 

nti^. i p s e c comn • mw.7u h^^se 

SP (IP Encapsulating Security Payload) te, TC 

p/UDPtl^t; r-9>x#— hSOT'P hzi;i/-e*o 

T. TCP/UDP^ffltf. #- h#^-(CJ:*7 h* 

— ^ftt^f ^— h"7 — i^il-iW I PSecl 

[0 0 0 7] CKD^^Sr/Sft-r-SSE^OTiim^ffiiL, 30 

t, -f^t^-b^v bv-zn<n&i PS e cgB 
( I P S e cill <&fr5SB) *<E S P/1dry h£UD 
p/t^-y hi-*y-fe;HkLT2lffrS)i<t*t** t flie»ti 

rt©§IPSec8ii:Ml/. ESP^7rS;UDP 

XI — ;i/U C©^Dy7Al;^T§IPSec8f 
^ESP/t^y hfUDP/^7 blZfi-f-tzMtlsXm 

Jl—^TpJfitC&O, -Jy-l^-bZ-v bV-Pfoii? 40 
7^^- r-*<>- h 9 -:7 I P S e cjlfirt^ffii 

[0 0 0 8] 

[^BJ*^SlL<i:^i-rs^S] L^L&#e>> -hizEL. 
feS^ilCtn^. 7"7<'<-h*7h7-i'rt©#IP 
S e c$WESPW7 HSrUDP^y^ HC^^-tr 

- hy-i'^t© I P S e ciKI^fTP^ffi^^ 

gic^F B i^7&^o. sfc, i p s e cmwztizWtmm 
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[ooo9] z\<D%mte±.&iz&?>-xti.2nrcb<DX'& 

r-"7-£fl-£<£> I P S e caftSrfT^^COH^feJ;^ 
[0 0 10] 

»k. \zfrfr&*-y b7-z*m&m\t> 

H^*ffl^i>7'7^'<-h^-y h 7-* t^^-f 
- b<7-?i>\-(Dn-&*v bV-2 £<DfflX'rt>rv 

b<D*mai ! m&ft?*y bv-fpm&mK&^x* m 

mzfy-i^-b^-y bU — ZftfribxkmznfzE s P/t 

hy-i'W^OUDP/^y h£E S 
PA^ry b\Z7 i t>zf±.Mtl<xm?,-77'{'<-b*y b 

[ooii] cco»*jsi w^-y h v-?tpm&m \z& 

^tli mi^iBI^S*^ -77^^-b^v bV-Zlft 

-trJHbbT^'^'f ^— b*v bv-ZW-lztpmis* f&2 
^-f^-b^i/h^-^eOUDP 
/tfrv h^ES P/l'Sr-v MC7 i *7 p -fcJHfcbTy5-1'^ 
-h^7S7-^rtl:tifS. CintriO. ESP/1 
$ry H/UDP/^y bV>t)-7±.Mt*>£ZS7 : t)-7±;)l> 
it&*v bV-P'Pm&WX'&iilsbXftSZiztfXZ 

[0 0 12] f*«2i:^5r-^IS->Xf 
Ate, ^7 h9-^rtTaz-i7fi^7 

-1* ^- r-7 FU-X£M^37 , 7'f^-r-*>;/ 
K^-C^-r-*-;/ h^-^ro^SB^v h"7-i7«t© 

SfIIS7 p 7l'^- h^y h^-^^lcEfi^tlit I P 
Seclit, ^e^-fcx-^jld^X^AlC^ViT, 

m&*v bu-tKpm&wte* m^v^^-bz-v b 

hlC^y-fe;Wt:bTS8fe IPSe cSB^TlC^^-r^ 
Sgl ii£IPSec8W^©UDP/^ 

7h$Es p/t-7-<y hicx^^-fe^MbL-Tttney^-r^ 

-b*y h'7-^P>IlC*i|-r^m2'Pi^^©«i:. ^flrfit 

ffllB IPSec gifite. ifllE^l 
IBUD P/iy^ h£E S P/^^^ b\Z : ffi-f^.M'Ct^> 

MtLftmZE S P/ty-y hWS^fjaSS'ff^ESPS 
fE«aS*IS:i, Sfti27 , 7l'^-h*y h"7-^{CESP 
A^r-y feE S P/tdr-y h^UDP/1 

try bizti^-tMtvxmm-Tzmm^&t* zmm? 



( 
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[0 0 13] £<73ffl3*^2<Dx— ^SftxXxAK&o 

<=>iMff StUtES P/iyy h»C*y-t 
;HbLT I PS e c«BJ&Tfc»P*U Sg2<p8i^a 
IPSec8I*^©UDPMir7HSESP/^ 

•y MCxrtT'-feJMbbT:/^ h«7-*l*9fc 
+*U x^-tr^Mb^a^, Il4"«?a*^©UD 
P/^-y h£ES P/t<5r-y Mc5**7-fejWfcU ESP 

s<-h*v b7 — J'CES P/^jry h£Stfrr*«£\ 
KESP/ty-y h$UDPAir7 htC*y-fe;HkbTji 
fff-5. CtltCiO. ESP/^y h/UDPAyyh 
<D#:/irJMb:fc<J:tf?#7l:;Mb£*>y h"7--£"P«l& 

[0 0 14] fjfJfc^SKj^Sx-^jlff 

A«, l*«2 i:Stof-^II^fAi:*i»T, 
i»E*y h 9-* UMBJBl 
-bMbf-StflfBE S P^<7">y h(0jlHt7n<0UDP#-h 
#^Srft^-r-5^#ai, tffEMflTnWffiE^-f « 
-h7H I'XiS.fctflWEUD P#- h#-^Sr^JS^ii-T 
IBtfr-5^1l2tt^a<i:, &ABU fJB^ 1 4 , *8#a 
l»B*Jt^a«»*«bfc1WBUDPJl«-h*#«U 

lWESillE1S:#a#Bf&bfcffiEUDP#-h## 
*UDPJB5fe#-b#fit5UDPA^y bSrffiBSI 
2«p*#Mitt»S«Lfc«. *UDP#-h«i:#J6t 
•5WE2Ht7C^e.©irEESP^iry hOWEA^-fe^ 
ft*#l*U MSf 2<t 1 tllW. Sfflt LfcffllBUDP 
^y-y h<DUDP9Bft#- h#^-lC^-r-5WfB^'7'f 
^-h7 Kl'X^TtCtgE+iSISrfir^, WIPSec 

UDPW7 hOUD Pi£f§7C#- b#-if£Etrr5M 
2Et?ftS**b. ffiESB2Btt# 
a^EltbfeMEUDPilUHTE;*- h #^ * U D P 

[0 0 15] C<75fS*3g 3 — iJ'jlff vX^AK&o 

rtt. »«^r#. »i :/*>wist*es 

P/^y-y h<£i£ff7t<E>UDP#- h#^£ft?£U ^1 
EB^Sttf*, SMBTEO^f*'*— Kl/X*iO:UD 
P#— h*^**fJ63*TE«U ^I4>8t^a*^ * 
5£^a#ft5gb;tUD P#— h#*f£UD Pj§«#- h 

s^tLTffl^T*7 p -fe;Hk*fT^, fgiE«#a#E 

tS U U D P #— h * U D P 3fc$fe#- h #^ £: r -S 
UDP/^7 h^2t«?g^«lfci. iUDP 

3p-h##jc»is-r*aflr3c*»6©Es p;ty-y b<Dt> 

^■WMbSWl&U ^2+«S^a*^ gflLfcUDP/^ 
y>y h0UDP9B$tetf-h#^K#JST5:/^'f^-b 
7 KU^JBT»:«P«l*fT lr». *2EB#S**. T^^-fc 
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;m b^s**^* y-t; Wb-r s u d p y -y t> <d u d p it 

ff7C*-h#^£Efi:U 2l«^a*^ JS2E1*^IW 
SltLfcUD Piiff 7C#- HS^SUD P?65fc*- h# 
bTffl^T^y-feJWbSrfr?. CintCfcO. (3— © 
mm7ifr*><DE S P^-y hCD*y-t;HbS:2lHlB^ 
#SSLT. UDP/1-Jr-y h'SO*7 p -feJHb»C«fcS^-— A 

[0 0 16] fjS#^4K*^Sx-*SfI->7.T- 
Ate, S:/?-*"?— h"7-^l*3T^.--i77iy7 
10 -f h7 Kl/XSffl^S^^- b*v — 
K^-f^-h^-y h"7-^n<Ofl-gB*>y h^-^icD 

<h, i9!27'7'f ^— b*-y h^-^fl-KBSB^ftit I P 
Secglt, ^^AfcT 1 — ^a(t->X^AfC*3^T< 

DP/^7 hSJWrC I P S e cSB5ST<Ctp«|-r-5^ 
lcKUDP^y>y hroUDPiUffTCJtf— h#-5£&J£L 

T«p«rr*iBi tifRt, iEUDPW7 bomm 

20 TCCDtdET'^-f^-hTKb-XtSiyJMEUDPjiHiTt; 
iS- KM SSKStTEf t«S 1 EttflSi. m(E 
I P S e c»^©UDP/^y h£E S P/ty-y h 
Kx#7-fc;MbU gUDP/^7 hCDUDP?S$fc#- 
h##(C^-r^)WE7 p 7-1'^-h7 Kl-T.SfcTK'Pfil 
T&HI2 "Pfc^at, WE I P S e c SB«> iEil 
*i¥8!!i^©iEUDP/tir7 h©iEUDPM7C 

h^-y K9-?i:ESP/^7 h*2l«-r^^. WE 
m 2 Ett^a^EtS UfciEUDP j§«tc#- h #^ $r 
30 UDP565fe#-h##tLxTfflV>. «ESP/^y h£ 
U D P /ty v h (c* y-fe ;Hb L-TiiliT* iUffi^a i . 

[0017] z.<Dm&m4<D'T-?mmi>'7>7-&\z$>-o 

^>jlHS^tXfeI KE^^->x--/3>f©UDP/t^y 
h^IPS e c^BJBTICpiBI-r^^^^UDP/iy 
•y h©UDPjilB7C#-h##^ft^bT>Patb, «1 
ElS^a*^ UDP/^7 h©ilHt7croy7-f b7 
b' UXlS&ZfUD PMffiTC^- h#^t*t*:*-a-T«« 
40 I, I2*f?g* s . IPSecif*6©UDP/^ 
•y h*ESPW7 hfC^^-fe^Wbb. KUDPW 
•y KDUDP565fe#-h#^Cjl*JE'r4^5'f^-h7 
KU^T»wtp«tb, JS2E*#a*«. IB 1 
^OUDP/^7 hCDUDP2l«7C#- h#-^*E1S 
L, iiff^a*^ 77<^-h^7H r 7-?l:ESP;t 

Tv bzmmt&m-ei* i2E«^EtbfcUDP 

ii«7C#- K#^*UDP?5Jfe4?- b&nt ltil/>, 
iESP/^7 h€:UDP7ty-y htr^y-fe^bbTjii 
fit" -5. CtKCiO, UDP/ty-y K*»6E S P/t^-y 

so N^©xAy-tr;Hb*^y h^-^-paiSBT-stfeT 
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JHtf ft*. 

[0018] m&rns izfrfrz'r-fmmjjm 

tt. l^5-f h^-^rtT^-i'ft^'f 

S P/S^ry h£UD P/t'iry h tc* L,T1$ltt7 10 

7-f ^-h*-y h7-^^fc t f 3 8i-r*^i*8ixei, 

[0019] z.<z>m3£m5e> : T-?mmjjmz$>-oT 
»4.-isi+«ixeT. ^-f^-^-yh^we 
j2Hi£*ifcE s pA3r»/ h$UDP/^7 h{c*^"-fe;u 

lit, ^7-f^-K*5'h7-i'M^fflUDPni- 20 
>y h£E S P/Vry b \zffi •/■feJWb ^— h 

t>"7-i7(^tr(p8IT^). EttCiD. ESP/^7 

[0 0 2 0] »;£Jg6 K^-S-x-^fiff;^ 

tt. gT^-f^— h**y bU — 2ftT'=L——?t£Zf7'( 

-fy^^— h*-y h"7— ?fl-«>tt8B*-y h^-^iWP^ 

T,ffitR?7^- r <—b*yb'7 — irftft'si&1B2nf£E 30 
S P/^y h$UDP/^7 h(C*^"-t;HbLTW!B7 p 

ffiG& 1 *8IXgTf *$£2tt*;itfJi2UD P/I^y 
5fefi'iT% gUDP/^7 h£ES P/1^ry MCxTJ^-fe 

5ESP§SlIIii:. #ifB5g$fc<»JT, m^y-i^ 
- h*y h-7-^{CE S P/^y K 
ESP/t^-y hSUDP^fry MCfc^tH'ffcl/rfcfll 
tiSfllii. ittEiJI«XST?a«*nfcj»BUDP 40 
/^y h£E S P/Vry Mc-r* Zf±.MthXmXd,'7'y 

■i^-bZ-y h7-^rtc«f«if a»2«p«xet. * 

[0 0 2 1] CKDffi^cJieW^-^S^a^^cT 
tt. * 1 «P*XST. 7 J 7<^-h*7h7-?W^ 
2Hl£*iftE S P/iiry h$UDPA7"7 McftT'-trJU 
{fcLT^-f^-h^y h7-i7^fopi^L. x^y-tr 
^WtXST, *l«F>llST«P»S*lfcUDP/f$ry h 
CD5B$t{giJT"KUDP/1'7''y hSES P/t^r-y hlCx^:/ 
■fcWfcU ESPSffMlST*. r^^MtumX' 50 
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?#:/-fe;Mfc£*lfcES P/^y KZ>§{ffflJl£fT<A. 

sifixsT*. jejteflw&^-f-^-h^v H7-^i;e 

S P/^y h£i£{rr*«£. KESP^yhSUD 

i2t<IXgT-M«£ft*:UDP/1'7-y H4ESP/^7 h 
\Z=fUf^.M } C\.Xrfy^ "5- h*y h^-^^lCtpfit 
"T-5. cmiCjcO. ESPAiryh/UDP/^yh© 
* :/-fe;Hk*3 J: £ i; <h *Tfr 5 d £ 

[0 0 2 2] ff^7(C*^-£>x-^jl«*ft 
tt, »**6lClB«W^-^jl«*fe»C*5^T. ffifBSfl 
1 tiliTB, MEESP/Tiry hCSISOUDP 
#-h#^£9W£U &UDP#-K#^£UDPi2!{f 

«7C©lWf3:7 p y-f ^-bT b'l'XiS.fctfgEUDPTtf-h 
#^£*tJS£-e-TfB1gU gUDP#-hf^*UDP 
5Sjt*-h#^it5UDP/^7 h3WMBS2«f«II 
STSft^nfem. KUDP*-h#-^(C^jS-r-2)MIB 

jM(t7C^ecoMIBE s p/ty-7 h©wiB^y-t;Hk<&* 

B&U HMB«2«p*lxe-Ctt, S«LfcMtBUDP/t'7- 

v h©uDP?a$fe#-h#^fr^js-r-5tfifByy'r^- 

gTS, S6IE7 f *7 p 'fe;Mt-r4*triBUDPndry h©U 
DPi8«5c#-h»*l*lB«U W8ESI«XgTtt. ffi 

8Bx*r-tJHkxs-ciBtt$nfcmiBUD P2i«7c#- 

b##£UDP9B5fc#- hS^ibTffl^TfltllB^^-tr 

[0 0 2 3] d<DW*JS7©x-^ilffi^i*(C$)-pT 
\t, mi+iBlXST, ES P/t^r-y h<75iM©7C©UDP 
jtf-hS^fcgfcjgU KUDP#-h#-^£UDPift{l 

Orfy-ll— bT H ^itfiUDP*- h#-5§-£*t 
j£$-&TlBtSb, KUDP#-h#-^*UDP5B5fe#- 

HS^t^uDP/^7 ha<sg2tp«xe-t?£m£n 

KUDP#^h#^K:»l6:r*a«7C*»60ES 
P/X^ry hO*y-tJHtS:«llSU, Sg2<P8IXg-?, g 
ffibfcUDP/^7 HCUDPJSjfe*- h#*fKl*ftf;T 

-ftXgT, r*7't;Wtt5UDP/^7 hWUDPI 
(a7C#-h#-^^fBtS^. Sl^iXgT-. f*7"t;Mt:l 
STfB3«*nfcUD Pi£«7C#- htf^UD P5S5t# 

1^— ©jg(i7c*^oES p/t-7-y h©*y-fe;Hb$-2iei 
IRHf Hi/T> UDPW7 h^«*^"-t;Hb(c«fc-5 

[0 0 2 4] *fc. fS^SfC^S^-^JHS^ffi 
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- h?— £*M=«fl'W-6«£. fUDP/tiryF 

©UDP2i«5E#-h#*€ft£U KUDP/^7h 

©shitc©^:/^ i— br h ^x^j^kud psi 

{Itg^- h#^£#fS£-trtfBtrt*SfS 1 4>&Xg<!:. 
fWfBSg 1 *«!STtpiBI$n&WSBUDP/Xiry h©55 
Sfcfi'J-C, KUDP/tir 7 h©lWfBUDPi£{t7n#- h# 
^*IBttrr*IB1ltl8£. fltJfB&ftfliJT. lffliB77-r^ 

h«7 — ^fcESP/Xiry h*3i«"r**^. IW 10 
tBIBtglg-efett^nfcWIBUDPjifiTC^- h#*f £ 
UDP3B$fc#- hi^ibtffl^V KESP/tir-y r-£ 

m&mmjim-zmmzftrzmzuDPrtf-y ksesp 

D P9Sft#- h Ztiim??* b T b' 

coo2 5] z.<Dmxm8<D7 : -?mmjjmz$>-oT 
it. mi'pmT.m'c, zf^^^-b^v 

iifl£tlfc I KE^.=f->X— -> 3 >ffl©UD P/tdr-y h 20 

DP/t^ry h©UDPi§«7C#- h#-^£ft56U MU 
D Vn'rv h©iM«7G©:/5'1'^- h7 KUXfei^K 
UDPM{i7G#-h#^£»jfc£irrfB1g:U IBtftXS 
M 1 4>8tiaT*t«^nfcUD P/tiry h©?fc$teffl'J 
WMVP)\>Tv h©UDPi§{f7C#-h#- r §£fB* 

icESP/^y hzmmTzms, fBtexsTiBts^n 
fc u d p jtntTctf- k & u d p k <t l 

it^xmmh. sri 2 f^xsT. imtxg-catftsti*: 
-hr Hux^Tt^ai-r^. cntc^o. udp/^ 

7h*^ES P/t^-y h^©^#7Hr;Mt;££<i:i6TfT 

SHIStlfcES ?n>ry h£UDP/^7 hfC^T'-fe;!/ 

[0 0 2 6] £fc. ff^g^^^^yD^^Att. ft 
^5~8©^n^-^tCtB«£tt£7j&£3>fcf^ 40 
-5>\zm'tT £-fr-5fc©T'&-5o CintCtD. ffi*3H5~ 

8 ©n-rna*— ^tcfB«$nfc^tewsjf^srn >tfa- 

* C J; -d T&m? £ Z. t W gg £ fc 5 . 
[0 0 2 7] £ fyp^7Aj <fcf4, 5*— ^fflg 

rut*— n* fetalis sn-r. astot^a 

7*5 'J i: UT»»«*^n5 1)©^. OS¥ 
©8iJfi©ypy5Ai:i&«!iLT^©«ffi£jifirr& ; &© 50 



4#M2 0 0 2-2 3 2 4 5 0 

[0 0 2 8] 

mwommomm] &>tiz> ^©fSBjoiijg^fg 

^tt©0ffi£#MLTi¥iffiKIB0J-t£. &i5, d© 

^. 01(4, z\<Df£BA<D~mm<Dmmizfrfr2>mm*v 
<o&me>mm*vh<7->7\*, -t>*-*v bv-i? 1 

t> fiSC^^-h^y h7-?3-l~3-Nl 

7 — 2 3 - 1 ~3 -N 1 S-S^-T-S-r h^?© 
h 7-2 2 fl-SB^y h7-22 

[0 0 2 9] #77-f^-h*7 h7-23-l~3- 

Niti, ±xmm<Dm^ix$ > -ox, n&*-y bv-? 2 

lc*gKT«JI'-^4:. «»©I PSe c8ti**t 
-5. SI PSecglB, g7"5K ^- h^-y h7-2 
rtTW^X-^&T^-f ^— h I P7 Fl/X£ffl</>T 

jHPTKi/xs-otn. £©#■-?«, y^-r^— 

h*7h7-?3-l#, ;U-^7 (^D-ZUIPT 
FWXG11, 7*7-f^-HP7Hl/XP-0) tl 
PSec818-l~8-N2 (7*5^ ^— h I P 7 F 
UXP-1-P-N2) 

[0 0 3 0] fcfc'L, N1*^N2«, ffi«©S-Cfe 
t>^-*yh7-i'lH t>^-^7h7-^ 
1 ^.©gBCfcST^-trX^^tt^^-^^-T. • -9— 
;n*^©+»— A*4 (yD-/UIP7l ! l/XGl) «t, 9V 

bv—z ziz&m-rzfr—* 6 )v—s>% of 

U-tWl P7H^G3) LV-ni L<Dm\ZMtttz 
IPSec8I5 (^D-/WIP7FU7G2) 
HAS. 

[0 0 3 1] fciAH IPSecgi5iIPSec 

«@8 - 1 tan p s e ca«*fr"5»^ sr. Bt^ 

tt^Jft Srff 5 I KE (Internet Key Exchange) 
X— ->a >S^tl?>©I PS e cgMP^Tff^, 

ESP7"Dh3;H:I^T, IPSecgg8- 
l4>6IPSe c8«536TfcES P^^ry hSriilf 
b> I PSecgl5*^I PSec818-l?ETt; 
ESP/^7 b&'MfB-TZ. t£#* S*81T?*5 I P 
S e cSE8 - 1~8 -N2 fctt^T. >PiiIT^5 
I P S e c 81^^(1 SIPSec gHKtt&OJg* 

©it— A' SrigttT t> J: l^. 
[0 0 3 2] "3#K:Jl/-^7©«llfi«fi8K:o , />T«lWr 

*. I2i2t4. b i \z^tc)v-^ i v>mmmm.*7Kf? 

uyvm-e&z. ;U-^7(4. bV—i? 2 tv> 
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y bV-i? 3 - 1 ftfrZmmZtitzES P/Vry b£U 
DP/tfy b\Zi3Zf±.MtVX9\-^y bV-i? 2\Z* 

£^&1f$g£E«-r*E1&SBi 3t, 9V&*y bV-9 
2*^OUDP/^7 h£E S Prtiry MC-rrt^-feJP 
itVXZfy^^-b^y h7— 
2*mm\ 4i, ^y-i-^—b^y hV-93- lfii: 
(DWrnZfto-l 7x— Xffll 5 -5. 

[0 0 3 3] m 1 "P^SSl 2tt. UDPA'dry hroiMM 
7cUDP*-b#*l («T, itUc2!«7C#- h#^<t«¥ 10 

7-^3-1 \*i<n I PS e c£E8 -1~8-N2A>5 

tt, ftJ^SBl 6#ft£bfciM[S7C#-h#^<!:ESPA 
iry h03ii(§7C7 p 7'f h I P7HI/7tS»)£:Stt 
fc*»«f**E*«l 3K*Hfrra. EtSSBl 3«. A 

^2 *aigR i 4 a. ei&sb i 3 ogt&mm&mm 

b, M^7t-7-^2*e.©UDPW-yh*ESP 20 
tVry b\z7*-7±.MtVX'7°y'('<-b*y bV-9 
3-1 rtfc+lirr*. 

[0034] ^^ic i p s e c&wstDmmmmz-o 

UTt&Kf-r-S. @3ll PSecgf 5 

<Dmmmf8.&*-f7vyy-mT'&2>. IPSecgtS 
ir>^— *y h"7 — i? 1 F^icoaitSrff — 

XgB2 7£. ftgB**;/ b 1 ?-? 2*->e»roUDP/1^r^ h 
SESPA^!/ b\Z7*ft'7'±.Mk-t2>7 : J3'7'izMk$l>2 
4i, 5 i *^-feJHkgE2 4*t5 ; *7'-fe;Hk:bfcESPA 30 
ir-j/ h©ESP§ff48ia£fT5ESPg{imagB2 2 
t, -tr>^-^-y h«7— £ 1 ftfrt>mm2MZ*V isf- 
;U I P/tiry h&mmtVXE SP/^y hSr^SS-T-S 
ES PA'Sry h£fi£gB2 3 E S P/^^ry h^fiKSC2 
3*«MlfeESP/^7 F£UDPA"iry MC^ir 
MtVXn-^y b*J-i> 2tCii(I-r^jHm^2 6t, 

SB2 5tSI«. 
[0 0 3 5] x*7MiJWt«2 4tt, ^«*yh7-J 
2**£>CDUDPA^r>;/ F£g«T5<h. ^©UD PA^r 40 

*&*fl-r-5i:tt>(C, ^©UDPA^ry h£E S P/^7 

Md^-z-fe^Ht-r-So e s ps<t«aa0B2 2«, 

-?1zMt&2 4il^y : tl'?'±MtVtzESPA^y bOE 

sp&mmw&n?. -rtitt, ESPg[t$aagB2 2 
a. esp/^7 hfc-&*n-5Bt^k^n^'j^^ 

I P/^7h^SfftL. SfftSnfct'JytJH P 
n>ry b&-b>9—*y bU-9 l PUzmm?*. 
[0 0 3 6] ES Pny-y h£j&8B2 3 tt, 
y h"7 — i7 1 ^©^-/UlS^CtUytJl' I PA^ry 50 
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b&mmtVXE S PA^y h££prr-5. 2HIS52 6 
tt. EteSP2 5CD3:gH#$8£#SlU ESP/ty.^4 
J&gB2 3#*£SiScL;fcE S P/Vry h$UDP;^7 Hz 
tizftMkVX^^y bV-9 2 Kaiflrr*. EttgB 

SEtttT*. fc*. ^(D«SJT«, JP-^7 CES PA-7" 
y h/UD P/^7 V<Dt>-?'tMk&&V- ; rt>-7-t.Mt 
©*IB*»fcbT^S*«. A-^7ilPSecgi8 
- i ~8 - N2 t©MK:tt««B*3tJ«-r**«*M:*tT 
fcj:^. C<DfisjT«, I P S e cgl5 t)V-2 

& t&mmzwLnx^ztfi* z.nz>&—mztstvxh<z. 

t». I PS e cgf 5iU- A4<fc£— 

[0 0 3 7] ST, dn*T. 7 *3<J:tf I P S e 

cSSBSOaWSfc^TKBUfc**. * 7*S«fctf I 
PSecgf5 ©«««»*tt*tt**Wttt>OT* 

Tt>«kV». feiill )l-y-7&£Ztl PSecgi5 

CPU (Central Processing Uni 0 Z1CDC PU 

fc T#m*rr £ tl « ^ D if y A \Z J; -a T*^T -5 d t *» 
-r/«C^^, 0^L7tt^ROM(C«> OS (Oper 
at ing System) »ittiLTCPUC***W. CP 
U ^g-S^S ft frit 5 3 > tf 3. - ^ y □ if V A 
$tlTt^-5. fit, CPUti, cicDyny^Alc^^ 
T&aaia^ff 5o JI — ^ 7*5J;tfI P S e 

[0 0 3 8] a±©«B£fC*3^T. C©*JS©}g|gO» 
fpCC3UT70-f r-S#ILT88Wt2>. 04 

ft-h^S. ;i^-^7-e«> 77-f^-h^7h7 
-9 3 - 1 f^eSHtStlfc^-f "5- F^-y h«7-f 
3- l^TWA^r^ h*-f — 7i- Xg^l 5A^S 
m 1 *8ia5 1 2 W^7hOT 
SP/ty7hT*5^<& ! fi|tt5 (SI) . 0 5 

^-h*7 hC-i'rtffl I P S e c81*«l 
ifr5ESPW7 h£"&tf I Pn'xy h<D— m%7fiT 
WtWWX&Z. 

[0 0 3 9] ::tB, IPSecgf 8-ll:±41r 
— /t4 9BTW/t^r-y 1- (D&I&tk L-TV^. Z\<Drt>ry b 
T«. ^-'J 5?^-;H P/^7 h^BSr^-ftb. ESPA7 

ts e>t: i p^7 ^*#iraLTv^. cicdi 

P^\-y^<05B$feT Kl'XB, IPSecil5©yo- 
A*;U I P7H 1^7, T*£> "9 . iUfflTcT KWttlPSec 
g!3- 1 ©75^^- h I P7 7^*3. 
:itlt ^-'J I Py^7 h©ilHl7c7 KU-Xt 

ITI PSe cit8-l©77-f^-h I P7FUX 



( 9 ) 

IS 

P- 1 £ffl^T^£#. P7HWS^ 
7-f bV—>7 3-1 ©^gBKaJLfcX&t^* 

y^^f^-h I P7 Hl^XICf^^TftilcO^SiJ^S- 

[0 0 4 0] 7,fyZfS IT. Sffl/t^rty WESPM 
^r>y Sg 1 <P8§SB 1 2 -^CDESP/^ 

•y h£-£tf I PAdry bCO I P-^^^e. 2Hi7t7 h* 

IBtSaJl 3£#BiU ^-O^-f^-h I P7 

5 (S2) . @6il Cro^ffiWfl^tC^-S^&titSg 

UX£^j§«7tK:#JDiiT£ttfc*-h#*t (UDP# 

v-i^—Y IP7HV7P-1 h#^X- l##t 

JfcU ^- h I P7 H P - 2 htf X 

- 2a<*us-r i. 

[0 0 4 1] ^r^S2T, Sffl/t^ry h<D2l«7cfC 
atlSTSSJUMI «*»B3«« 1 3 KE1tSnTfcH»£. 20 
ftJfcgBl 6tt. EB8C1 3lCietS^nfeNAT^^fflO 

*?U K3l«7C«!>#-h#^tUTft3e-r* (S3) „ 
•*fc*aM«*SEIM8i 3K:«mw* (S4) . 

C. If! 1 4 3 «lgl5 1 2 tt. S«/tdr-y h<£> I P^-y^WN 
AT^&£?t3 (S5) . f&to-fe. Sg 1 fi^glS 1 2 

7"7-f'<-HP7h , l/^A^^ r n-;»lP7F 30 

i/XGii csaw*. 

[0 0 4 2] ^^(C. g 1 'MME 1 2 tt. ^«>SX9fcie> 
fcUDP/iy-y WytMfflll©*- HS^X 0 * 
UDP^'y^©5B5fe#-h»^tUTfflVi, X^-yT'S 
3 T-frfe b h S^- £ U D P "S v y<Dmm7l#- b 
#til/TI^T, §f I P/^7K5rUDP/iy-yt> 
\z*-?±Mfrf% (S6) . -P^tc, fn-/tjHP7 
Ft'XG 1 1 ^jUSteT Fl/^tL. yn-;VHP7 
Hl^XG2^56$feTFl^xa:-r^ I P^r^UDP^ 
Sry MctfiJPb. 08l:St±5SI PAiry 40 
T* (S7) . ttT. fefcLfc:?*— — 7 
x-*SBl 1 *^L-T»«*7 h<7-;7 2tCi£«T£ 

(S8) . 

[0 0 4 3] -3u XT7 7S1T, SfiAiry h*«E 
S PKTv HT&id^fcJI^, * 1 «f »« 1 2 tt. jttifi 
Lfcft3fe£l^«0NATgifc&! ! 31£fT<^ (S9) , Xf 
?7S8£iltr. Xf7^S2T% S«l/fcES 

1 3K:e«SnTV»fc«£. JB1*«IIB1 2t4> Xf7 
5iB*OI P^y^ONATJB*ffl3S.«rfT^, ^ 50 
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T^y^S 8 \zmtS. -rtj.t>*>, 7*7-f l—b*y hi — 
? 3-1 fa<Dfs]—<D I P S e clIA^OES PK'r-y 
hfcgltL. UD PKTv b^<Dt>7-tMkZ 2 

EB£tl»tt*l»-r*. 
[0 0 44] ££W4. 7"7'f<-h*yl'7-i'3- 
lrtffllPSe cgfifr £CD I P S e cgl 5 95X0/1 
'Tv h£— ««PjtlU I P S e cgf 5*^7'7'f^- 
h7-i7 3- \nv>m \ PS e c^MJBTO/^ 

^BS^ff -5 .tpiaTfe.);^. dCD^ftlcfcftfcf, UD 

<. &<ttt#BS-C$^)feJe>. I P^v?<D2 0/W h-£s 
e ktfUDP'\-;/:$''<Z>8 A-f HO^-^My FSriSarTS 

[0 0 4 5] UDP/t7-7F^©*^-fe;Mt?:- 
SfTofc^i. Bf««fMK±. -t^SHt^© I P S e c 
8B5iIT££:«feI PS e c 81^6©E S P/^iry b 
KlPSe cgil:Mt5t 

:/-;ncRLTt>J:^. cttfcj;?), teteffimm?)**: 

iJS«*ffi«-r-5dt*iT#-S. C©i£-&, gIPSe 
cglAWE S P/1-y-y h£ I P S e cfiH5 5BT^ 

mm-rzt^z, nzf-$—bmn<DW&-t) i nt>ti2>. 

[0 0 4 6] l€\Z. I P S e cSB5*^gR^-y h"7 

0 9 d©*Jfi<0^ffitC»>^2) IPSecl 
B5**naK*<y h7— ^ 2*5©W7 hS:S«t" 
•&<DSj^^)HS:*-r7D-5 1 A'- IPSec 
SB5T(i, ^§6^.^ bV—ir 2fr*><DK*rv b&)V— 
^6^LT^ >^-7x-XSB2 7^§{t-r-5i:, * 

a>**]jrrs (si d . §t/^7 h^esB5BTT 

i)?-h#fX0©UDP/^7 hT&&a>g^£¥ijsrr 

5 (S 1 2) „ 
[0 0 4 7] &mrtirv hj&tJgJfe^-hS^XOWUD 
P/1^r-y ^^-b:;Hkgi52 4tt. *OU 

dp;^7 k$esp/^7 htcx^^-fe/Hkf-s (s 
1 3) . Ttjitot* 7 f *^'fe^Wb»2 4f4, jkmrtiry 

PA7^«ty ; uDP'\7ys®o^<. t?^ 

(C. x*7 p -fe;Wkgi5 2 4«. UDP'N-y^CDMdTC*- 
h##^lit#L, feiH«7C#- h i mm 7t<D IPSec 
*Bi*»«S-a-fc*SMt« (0 1 0#fig) *IE1Sgi52 
5tC^tt-r^> (SI 4) o tthZ-it, 0 8l;iLfc/^ 
7 h$SffiL^ll iiflTt;© I P S e c SB 8 - 1 
\zm&2l*:T#-bm^X - 1*<83BS52 5'»c*tt*n 

4«. 8BB8P2 5 tfBtS$nT^^)jMff7C I PS e eg 
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[0 0 4 8] IBttS52 514, I PSecIIOffi 

^mmmmi: lt, i^8iT*5 ipsec g@© i 

P7b*WX^£mESPI88U^®*«£&£H-5 (0 
1 1#S8) . ESP'sy^lCtt. I KE^rf->X-->a 
>T I P S e c««ro±#£SW:»Oft*fclM'J^a J 
^Snt^^. Cl©^!SiJ^fC«fcoTES P/Xdry h©SI 
{ItcT&-5> I P S e cgfiSrsSS'lT ££<*:#T££. ~=> 
g\Z. ESPSIffflagB2 2 14, Mc£* 

n«w*flsanfc*U5?^;u i p h*«#ftr* 

(S 1 5) . -t-LT, ESPSmfflaSI52 214. 012 

-7-^ lrttasflrrs (sie) , 

[0 0 4 9] 1 IT. 3«/*4ry h*« 

ESP*fflftl»2 2tt, «©MC4"»iitBi 

rotp^Ma^ff 3 (s i 7) . 7>x-y^s i 2 

T. *«/^» hWSft*- hWX 0©UD P^V 
hT&*>ofc«£\ 7ft7-t.Mtm2 4*5«fctfESPg 

mmm&2 2«, s«/xsrv no^b hajucisufca 

*0a*0*«ft8*tf5 -(S 18). 
[0 0 5 0] ^fl:, IPSec815WS*'vh7 

2 tci^y h£i£«t-£»^®sjf£t-^Tiftip?T 

5. 0 13H dWSSJBO^&KAvfr* I P S e cgff 
5ftfft8*? h«7-^2tcAyy h*2Hrr*»£©» 
f£3MB£*t":7D — ^-f-hT**. IPSecgI5 
T14. -fe>*— *y hU— P 1 rt*^3Ht$tlfc-fe>^ 
— hr) — i7 \ft-$SX<OJVry 
ffl 2 1 ESVHTv h£fi£3B2 3 

*t, ^©/t^ry h** I P S e c fifi®***-*?***^*' 
SWJTT* (S 2 1) . 
[0 0 5 1] I PSecIfC^TSS^Hl ?5 
&I P7 HVX-t>St«7Cl P7HI/X«0/^f 
*KUSt*^T*ljrr*. G1ftffi2 514, 0 1 4l:Sti 
'3 ft, 5S5feIP7Fl/X/TX^, 2!«7EI 
AXi', TCP/UDPf©^Dh3;l/, 9B5fe#— h 

t«t*^4ry h©*fl-£8i5£Lfc I P S ecI8^ 
iryHflWS. E S Prtiry h£l£g&2 314, 
I PS e cSlfSMfc/ldr-y hti»f8£#fIU 
h# I P S e cjMttt*S14r? H»«0*fl=*tdfcfA» 
gfrlcgo'^T, *:<D/Vry Yffi\ P S e c ®m©*f^ 

[0 0 5 2] Xfy^S 2 1 T, Sft^y h*< I P S 
ecH8©jtf«T»S»6. ESP/t$ry h£J*«2 3 
14. Sfi/t^ry KTft-S^-U v^JH PAiry h (01 
5#fig) £8f*5-ffcU ESPAy^ftjDLTESPA 
y-vh&MtS (S2 2) . j3t<fg&2 614. 

B*»2 5*#«L, 2lff$fc©I PSec£e«K*f*&-f 
*J6»«f*jJ«l31t*nTV»**»5^**iJ3e-r* (S2 
3) . SIHfft© I P S e c*«K»i6-r4aC«M»«*«E 
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T, ESP/tir? h£fi£6B2 3#£j$LifcE S P/^dr^ 
h£UDP/1dr-y McftT^Mtrf -5 (S2 4) . 
[0 0 5 3] IPSec8I5ftTESP 
/fdry h©£s£:fc«};Z/UDP/1dr>y h^oJ^^-feJHk* 
St^TfT^T, E S PK'Ty He I P'sy ySrttiJQ 
iff\Z jtjg U D P /I flr y h K * Zf-tMfrTZ d «t *<T £ 
10 -5. o€lc, iHiSSU 2 6 i£{I5fc©^n-A\>H P7 
Kl/X*±tfSSi©^n-A;H P7K1/XG20H 
fg£-££j I P^7^UDP/t^7 HcttJQb (S2 
5) . 01 6i:Sti5S;i P^-y f-M^n. £ 

2»ca«sn* (S 2 6) . 

[0 0 5 4] Xfy^S 2 IT*, h*< 

IPSecIiOM*WofcS^ ESP/l^r-yh 
^fiKSB 2 3 :}3<fcZ/2t{§g&2 6(4, &*09ft0ftt£B 
£H«©«f«Ufi3H£fT<r» (S2 7) , 7>^^^S2 6ir 
20 I?J. Sfc, XT77"S23T, Mft©IPSec8 
«fc*#lfi:-r**lft*#« t E1»»2 5 lZ&&£*lT^£t.fr 

0 ES P/X4ry h£fi£8B2 3 SSitfitfiSB 2 6 
14, E S PAiry h\Z I P^\-y^S:#iDb (S 2 8) . 
Xfy/S 2 6Kiatr. 

[0 0 5 5] -3^1:, 1 tfift-$!,*y hV — 9 2fr 

f,ouDP;^7 h^m-r^-o^mmz-o^xmm 

-t&o 01714, Z.<D$m<DJ&1&\ZfrfrZ>)\>—i?l1fi9\- 
&*y by — 2 2fr£><D\JDP/*iry hSS«tS«^ 

30 14, fMR*y h-7— ^ 2fr<?<DUDPrttry Y^>^ 
-7X-7.SB1 l^SttSt, »21>I»14 
*<, &mn*ry h®5B5fe#- h*^K»«r**8M»« 
*»E1**1 3l:EttStlX^'**»S^*fl*t« (S3 

i) . sffi/i^^ h<D5B5fe*-h#^i'^jj;-r^)^tfeiff 
^iBttasi 3»cEi»anT^<5*^. ^2+^1 4 

14, h© I P^yii.t^UDP'vy^^ 

ESP/^yM:fA^t;Hbt5 (S3 2) . 
[0 0 5 6] Offlr. ^2tp«ISPl 4f4, §«/t^r-y h 
<DftftT£-V^lZl$fo-tZ>-7y'i'<-b I 
40 S^«H»«A^5C#L, uC^-f^-hl P7H1/X 
?:j§{f5fe7 I PM^SES P/1^r>y h 1C 

^tSn-T-s (S3 3) . fct^tf. 01 6tC*tfc^^v/ 
h^^mbfc^^, S§2 (pffffil 414. WiT7h^ 
ESP/^yM:r*7"tML. 9B$fe#-h#^X- 

1 lC*fJE&T-5 7 p 7-1'^- h I P7 KU-X P- 1 $9B5feT 

<5. ^UT, ^2 4"ii«gl5l 414, d© I PA^r«> h^T" 
5-f^-h*v — * 3- lrt»=»flrT* (S3 
4) . 

50 [0 0 5 7] Xry^S 3 IT. Sffi/t^r-y h© 
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NATS6*ffl«*tr^ (S3 5) , 7fy^S34Cl 
to. CCDcfc5(r, UDP/tiry h/ESP/tiry hO* 

5>f*c— h**, h9-^rtoI PSe c8IBS*^I 
PS e cfflattf H*^ h^-^O 

ngP£<2 I P S e cilftftfT? Ci*«"C*«. 
[0 0 5 8] ST, W5fiUfc«T»i» 
b^-^ftcDI PSe cgSlcioTl ISSUES PA 
jry hft3Hrr*»&K:. jSfS7c#-h#^ftft3£b^ 

fzo I KE*^>x- ->a >T<£fflT£A^y 

ht^^OT, I KE*rfvX— 
>TffifflUfc#— hS^ft* E S PA$ry h(B2l{B7G<0 

tt, I KE^zfvX— ->3>TflM-r£#-h#^*ft 
SI, II IKEW^l-ya>Tffi 
^b^#-h#^^<t^^^-f^-h I P7HUXft« 

[0 0 5 9]—*, IPSecgi5 0r*ytWtS5 
2 4H I KE^rf'>X-->3 >-effifflbfe7R-hS-^ 

ft, ipseciiffl^it^st, mmmmtL 

TlB*«2 5Ktt*W*. ^tllC^T, y^-r^-h 
^ h »7 — ^F^CD I P S e cgl^7^f^-h^7 h 
»7-^^tCE S PAiry hft2Hrrs*&* lEIB*^ 
h^<D*y-fe;Hbft*BS-r^c:i:^Tg- 

T^d-^H P7Hl/7*«ffllT^fc^ ir>^— 
*yhV-?l n^v^^— h I P7 FUXftGML 
Tfcct^o C<D*i^te> ;i/-^6#NAT^&ftfT5o 
[0 0 6 0] dO*«<0»IBKctn«, »lt*»12 
^- h*y h 1 ? — ^ 3 - 1 fafrZtikmZtllt 
esp/^7 hftUDP/t^ry hJc*^"fe;Mfc:bT^B5 

2^^UDPW7 hftES PAiry h\Zy* 
*7 J tMtl,TZf7'('<-h*v 3 - + 

UTT*. ^ntCctO, ESP/^7h/UDP/^7h 

t^^-h*^ h^-^l^coiPSe cfi« ft 

[oo6i] c<o*aso»ii*c*^*a«*ft* 

HSt53>k:a-^yD^7A^ 7DyK- (IS 
BS) T^^WBStx-f X*. ROM, EPRO 
M, EEPROM, 777^ROMSO*»#^tU 
(^-h'J^y, PC#-H«Krt*anT^**><0ft 
$tf) , CD-ROM, DVDWf^^7, MO§ 
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PSecgi5l:fta$n^ROM, RAM, A— 

x ^ ^<D@£ffl OES«#i:<>^ h - d £ K 
•koT, -ta>;P— ^7i5J:tfIPSecKlt5JcmifiL/ 

[0 0 6 2] CO^O^Aft, LAN, WA 

N, -f >^-*y h%$<D*y h^-^ft^LTeiHU 
e^nfcyn^7A^-^7*<}:^I PSe eg® 

io j;^. :oyn^7Ati ^-rbfcm-^fiEs 

[0 0 6 3] 

ftUDPAy^y h\Z%Zf*.MkLX77'f h*yh 
20 V-i7ft\Z#mi>, * 2 ^-h*y 
h7-^»*^OUDP/^y hftES PA$ry hlZf 

Z>„ Cftl:«kO, ES PA^ry h/UDP/^7 hCD# 

— tntL^^-i h*y h^-^^iOI PSecI 
«*ff'5«ttO*e*«ttXeaft*ft^b, 3Xhft<£ 

[0 0 6 4] CC0%H^o-^-^31{f f>Xr-A (f» 

30 *3«2) tt, *\*mWfi\ ^?-f^-h*yh!7- 
i7rt*^3l(iSnfcES PA$ry hftUDP Airy Mc 
*^tMfclTIPSe-c8i«tl:t*L, 12*1 
^8*** I P S e cgt^eoUDPW^ hftE S P 
Airy MC5^y-fc;MfcLT:77-f ^- h*y h?-^ 

UDPA^ry hftES P n>ry h\ZT%7~kMtl>* E 

LfcESPAdr^ hv&mnamzm^ mm^mw* ? 

H7-?l:ES PASry hftSMrr** 
40 KES PAdry hSUDPAiry hJC*yir;Htb 
TiMffT^^ CntC^O, ESPAiry h/UDPA^T 
y h©*^-fe;Wb*J:tfx*^1r;Uflsft*y h7-^* 

*y YV — Zntzr"?^^- br7-2ft£<D I P 

[0 0 6 5] Sfc, ^^^BJcO^-^a^Hv-XT-A (IS 

SES P/^7 h<Dj||{l7t:OUDP#-h#^ftftS 
50 IB 1 CflMtff. iHiiTc^y^-f^-hTKU^* 



( 

21 

»ifl. »ft*a^»«ufcUDP#-h##*uDpai 

«#-h#^i:bTffl^T*^-t;Mfc«fT^. mi IBIS 
¥WE*LfcUDP#- hi^SUD P&fttf- h# 

iuD P4^— h##»c»«-r safltTc*^ s <£> e s p 

yb©A^t;Mtft*KL. Ill 2 g«bfc 

uDpa«s#-h#**Bi*u aw*** 1 * *2ta 

0, B— oa«5c36^0ESP/t4ry hO*^-fc;Mt* 
2EB£t»«ll&UT* h^(D*^-fe;Mbfw 

[0 0 6 6] £fc, CO^BJCDx— ^affi>X^A (W 

^w^msnfc I KE*^>I->3>HOTDP 
Z^^hSIPS e cSS«*TK**T*»^KRUD 
P/1^r>y h©UDP8*5c#-h#tftftfitt*lll 

^-h7 Hl/X*5ct^UDPilim7£*- 
tfTEHL* »2t*¥8^ lPSec8I*60U 
DPW'; h^ES P/l^r-y h tCx* ^±Mt U KU 
D P/t^ry hOTD P£B$fc#- hS^^3*«"rs^5-f 
^-hTF^TCtll, *2E**S#i »1 + 
I^eoUDP/^7 h^UDPiUftTt;^- b#*f 
*B*U h<7-*fcE 

UDPiifgTC*- ht^SUDP^- b#^-<hLT 

ffl^i, gE s p/t^r-/ h^udp/^7 Mc#y-fc;Mt 

£#Tfr 3 

£rt^52£{g£*lfcES P/^dry h$:UDP/^7 Mr 
h^-Jfli^^f^-h^yh^-^^t©! PSe 

[0 0 6 7] dO^BJ^^-^Mfi^ffi 
5) tt, *1*«XS^ y7-f^-h*yb7-?rt 
*>62l«*nfcE S P/ty-/ b&UDPrttry b\ZtiZf 
H.MklsT??-!'*- h7-^ttfc*»U ^2 

tjilgt, ^^-h*yh^-?^6©UDP 

/t^y h^ES pyxiry hfc^*y-fe;MkbTy^^^ 

-h*yh7-Jfll:4 , «n. dntC<£D, ESP/1 
-5r-y F/udp/^7 ho*^ r -b;wt;*3<t^x*^ , -lr^ 
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hy-^^t^-f^- h**y bV — 99Vt.<n I P S e 

[0 0 6 8] £fc, CtD^HJ^^-^ilffl^i* 

6) \t. »l+mxST, ^^-h^b^-Jrt 
^e>iHft$n^:E S P/l^r-y h$UDP/t^T7 He*:/ 

y-wwtxgT, mi+s»xST*aisn&uDP/^ 

10 *y hO^Jfefi'JTfeUDP/^iry h£E S P/t^ry M:f 

*:/-fc;Mtu ESPgflMasxST, x*^*fe;Mbx 

tcESP/^y h*afrrs»^ iESP/^^hs 
uDP/iy^ Mz*y-t;wbbTa«b, *2*«ixg 

T% a«XSTa«SnfcUDP^iryh*ESP/t^r 
*y h ^ir;Ht bT^^< b*y hV — ZftlZ 
*MTZ>o Ctl\Z&V. ESPW7h/UDP/^7 
h <Df} cfc ^27 yf-fcJMfc £ * £ £>TfT 5 £ t 

— h^y h9 — ^£CQ I P S e ciH!£?T oWfeO^ 

[0 0 6 9] CCO^B^^^-^Mm^ffi (fjf^Jg 

7) tt, S1*«IXST, ESP/^dryhoafllTCOU 

«7C^y^<^- b7 Hl/X*«kW«UDP#-h#f 
**fJSS*TB«U teUDP#-h#^£UDP2B& 
30 h#^tnUDP/^7 h«t»2 **XSTg« 

gnta, kudp#- h#-^ic^#js-rs2Hi7u^e)^ 

ESP/^^h^^^tM^fiSl, *2*«Xg 
SffibfcUDP/^^ry hOUDP565t#— 

y-t:;HbxST, r*^twtnuDP/t^7h^u 
DPa«7G#--h#*JfcE«U Mlit, 

;wbx8TB«anfcUD pa«5c#- h#^^ud p 

±0, W— ©a«7C*6©ESP^iry h©*^-t;Wk 
40 S2@IKB«l»tT, UDP/^7h^*^tM 

[0 0 7 0] CKD^BJo^-^a^ffi (ffi^JS 

8) tt, Slt«Igt, y5-f^-h*yM7-^ft 
^62l«^nfc I KE*^>X-y3>fflOUDP/^ 
^y F^y7-f^-h^7 h7-^*VK+<ll'-r*»^. 
gUDP/1^r^y h<0UDPa«7C#— h*^*ft5£U 
iUDP/t^T7 hOitftTC^y^-f ^- KUX*ck 
^KUDP3lfi7C#— h#^r*»JSS-frTE*b, fBtt 

50 lit, mi *«IfiTt«*ftfcUDP/^y 
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jfcfl«T, BEUDP/tiry hOUDPa«7C#— 

-{7\zESPrt>ry b*mm-?2>m&, aatuxSTiait 

tbtfflK KESP/t4ry HfcUDP/tiry b\Z*7 

nMtvxmmv. »2t«iST, awxa-essm* 

nfcUDP/^y h£E S P9\>rv blZrtittMk 
U KUDP/t^ry h©UDP*jfe#— MC»«*r*^ 
h7 H UX^BTtC^i^t* cnfC«kO, UD 

rt*^62HBSnfcE S hftUDP/Wry hK* 

y—irftt^y-i^—b^y hV-?ftt<Dl PSec 

[0 0 7 1] £<23£Bj3(£>:/n^A (Bf*«9) 

So 

[0 1] I OjJ^^-^l^il^A^^Ii* '7 h 7 

[02] hi ic«bfc;p— ^o«tt«j**«^D , vf 

[0 3] BlCSLfclPSe c»ft<&«fle*fifc**-r 

[04] dO*JBC!)»JBK*^*JP— ^3^n»*y 
-^K/t-Sry h*a«-r*»«r©»ff*«*«"*"^0- 30 

[0 5] JKOSJEKIOWJBIC*^*^— ^^W^S^^ 

[0 6] ^<o*Mo»»t*>36^;u--^**IB1*"r**» 

[07] u0HSS«Ii:M^ I PA^^NAT^ 
Jft»0 I P/t$ry h<0— 0j&*-rR9IiaT&*. 
[08] Z.<D&m<D1&fflZ&fc2>)]/—*1fift%&*y by 

-zizmmrz i PW7 ho— otsstkwht* 40 

So 

[09] ^0*«0»»i:4^4 I P S e"c8i^« 
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[0 10] CO*lfS(OJgSi^*>^S I P S e c««**E 
[011] £<&ISM<0»!8fc:*>*** I P S e c SH#ffi 

trr* i p s e cmm^&mmmcD-m^rmmm 

T*So 

[0 12] Z.<Dnm<DJ&Wi\Zfrfr2> I P S e c^B*<"fc 
>*-*y h7-*rtK3Hrr* I P/Xiry h 
^TI»0J0T*S, 

[0 13] uOSiS^lgii:^?!)^ I P S e c81^% 

[014] dCO^JSCD^^lC^A^ I P S e c i£fi#fE. 
tgrrs I P S e c9Att*/t4ry HflMB<0— MSSTK 

Hj0T&So 

[015] z.<Dmm<Dj&mzfrfr%> 1 pse cgg*<§ 
am^-^yf^-j^eaiBsnfc 1 p/^ 

y hCD-^JSr^-ri5i0J0T$>So 
[016] ^O^SSO^lcrt^S I P S e c&Mtfft 

by—ttizmm-tz 1 pntry h<a— #J£^Tift 

BJ30T&S. 

[017] ^o*Jfi©JgtB*w^*-5^— &ifl9\-W>*y b 

[018] ^<o*jSg<o®ffiJc^s;p~-^d«y^-f /s <- 

h^y h? — 9n\Zjk!Srt'%> I PWry KD-0i|^t 

1 h7—£ 
2 

3-1 — 3 — N 1 h»7 — £ 

4 tf- 

5, 8-1 — 8-N2 IPSec SB 

6, 7 $ 

11, 15, 21, 27 <>^-7x-XgB 
12 Slffltffi 
1 3,2 5 8SISSB 

14 m2+m& 

1 6 

2 2 ESPSfiffiS* 

2 3 ESP/*iryb±tiLtit 

2 4 ^a^-fcJMbW 

2 6 gffiffi 
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f *ifelPTKU*-G2 ^ 
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~S8 



11 0] 
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JfUSWUP/t** h 
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l»«5clPTKU^-Glj 







IPSedMS-2 


X-1 
X-2 



( 15 ) 



2002-232450 



[09] 




I UOPtlfrv L S 13 

I 

t ' 

I Espgflriw M is 



C 



am 

51 



[011] 



tt*M 




mm* 


IPSecMB-1 
IPSecttBa-2 


Q1 
Q1 


M 
1-2 


[018] 
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( ftfclPTKU*-P-i ^ 



ESP^V* 



( rtftlPTKU^-P-l "1 
^aWB5c!PTKU^-QlJ 
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(PSao 
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[01 6] 



f jS5lfetP7Ku^-Qll ^ 
^5*1twlP7'KU;i-G2j 



( JSfctf- h»#-X-1 ^ 



L5Wt«IPTKU^-QlJ 



[01 7] 



C^LJ 




